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BACKGROUND 
 
The Exceptional Student Education (ESE) Legal Services Department supports the 
district’s Exceptional Student Education (ESE) Services Department and is responsible 
for managing all Exceptional Student Education cases that could result in litigation. ESE 
Legal Services also must be notified anytime an ESE student’s family has a legal 
representative. ESE Legal Services has a good working relationship with the ESE 
Services department. They mutually consult one another and collaborate on issues for 
the benefit of OCPS and its students. 
 
There were 176 active ESE Legal cases in the 2015-2016 fiscal year. Forty-one of those 
were still open at the end of the fiscal year. The students ranged from preschoolers to 
post-secondary education students and attended 99 different schools. All school types 
(elementary through high school, tech colleges, and charter schools) were represented. 
 
OBJECTIVE 
 
The objective of this audit was to review the efficiency and effectiveness of internal 
controls and compliance procedures in place to assist the ESE Legal Services 
department to meet its objectives and comply with applicable laws and regulations. 
 
SCOPE AND METHODOLOGY 
 
Our audit covered transactions and activities during the period from July 1, 2015 through 
June 30, 2016. 
 
Our audit was conducted in accordance with the International Standards for the 
Professional Practice of Internal Auditing of the Institute of Internal Auditors and included 
such procedures as deemed necessary to achieve the objective. Internal Auditing is an 
independent, objective assurance and consulting activity designed to add value and 
improve an organization’s operations. It helps an organization accomplish its objectives 
by bringing a systematic, disciplined approach to evaluate and improve the effectiveness 
of risk management, control, and governance processes. We are required to note any 
material deficiencies in accordance with Florida Statutes, School Board Policy and sound 
business practices. We also offer suggestions to improve controls or operational 
efficiency and effectiveness. 
 
The results of our tests revealed no significant issues; however, we do have two 
recommendations that we believe will further improve the process. 
 
 
FINDINGS AND RECOMMENDATIONS 
 
Written Policies and Procedures 
We recommend that the department develop written policies and procedures for the ESE 
Legal Services function. Written policies and procedures strengthen uniformity and 
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consistency in processes. They also allow for a smoother transition in case of employee 
changes and/or turnover. 
 
We noted some departmental procedures in a state-required Orange County Public 
Schools’ document titled “Special Programs and Procedures – SP&P 2014-2017”, 
addressing Exceptional Student Education policies and procedures effective 2014 – 2017 
school years.  The department could incorporate the applicable procedures in their 
departmentally-developed written policies and procedures. 
 
Encrypt E-Mail 
During the course of performing its duties, ESE Legal Services staff members send 
student records to parties outside the district, sometimes by email. Due to the sensitive 
nature of certain information in these records (Personally Identifiable Information, student 
health information, emotional well-being, grades, legal procedures, etc.), we recommend 
that encryption be used to mitigate the possibility of any information breach caused by 
OCPS. OCPS has the responsibility of using due care whenever possible to keep 
information safe. 
 
 
We wish to thank the staff of the ESE Legal Services Department and the Exceptional 
Student Education Services Department for their cooperation and assistance during this 
audit.  
 
Jan Skjersaa, CPA, Internal Auditor 
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 DEPARTMENT/SCHOOL:    
 ADMINISTRATOR/PRINCIPAL: 
 DEPARTMENT HEAD/AREA SUPERINTENDENT: 
 
  
 

Exception Noted Management Response Responsible Person Outcome Timeline 
What is?  What should be? What needs to be done? Who needs to do it? When will the action be completed? 

What is the evidence of 
completion? 

 
(1) Written Policies and 
Procedures 
 
 
 
 
 
 
 
 
(2) Encrypt E-Mail 
 
 
 

 
(1) Office of Legal Services will 
review internal controls to see 
what processes and procedurs 
should be implemented and 
reduced to writing.  
 
 
 
 
 
(2) Encryption of e-mails is not 
ideally suited for legal matters 
which will slow down the 
transmission of time sentive 
documents. In addition, 
encryption, if undertaken, 
should be addressed as part of a 
global organization-wide 
concern not just with the 
transmission of docuements 
from the Office of Legal 
Services.  
 
 

 
(1) For the ESE department 
recommendations, Sarah Koren, 
who oversees these legal services 
is the appropriate person. 
However, it will probably be 
important for each lawyer to 
review procedures with their 
administrative assistants to 
insure best practices. 
 
(2) The use of encrypted emails 
would need to be carried out by 
the entire office. Carianne 
Reggion would be tasked with 
transitioning to encryption if 
carried out. 

 
(1) Policies and procedures can 
be created at any time. However, 
it will be optimal to do so during 
the summer when the daily log 
of school issues is minimized and 
so that the creation and 
implementation of procedures 
does not take priority over 
timely responses. 
 
(2) The concept of encryption of 
emails should be addressed by 
IT and should include a 
feasibility study as well as a 
determination of the risks 
mitigated in contrast to the 
costs. Costs should not be just 
financial but time expended 
encrypted and unencrtypting 
emails. Again an organization-
wide perspective should be 
reviewed not a department-by-
department approach.  

Office of Legal Services 
 
Diego “Woody” Rodriguez, OCPS General Counsel 
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