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EXECUTIVE SUMMARY 

Why We Did This Audit 

Like many organizations today, OCPS has 
looked to third parties to perform many 
functions that support its key processes. With 
these third party relationships have come 
additional risks. This audit is focused on certain 
of these relationships involving data transfer or 
sharing. This audit was included in the 2016-
2017 Annual Audit Plan. 
  
The objectives were: 

• To evaluate internal controls over third party 
agreements during the 2016-2017 fiscal year 
where access is provided to district data. 
 

• To determine whether agreements with third 
parties having access to district data contain 
provisions that address data confidentiality, 
data protection, reporting of breaches and 
other important data protection matters. 
 

• To determine whether district personnel are 
monitoring such agreements for compliance 
and whether any breaches have occurred and 
how they have been handled. 

 

What We Found  

Our overall conclusion is that district 
management needs to improve its oversight 
processes in assessing and controlling risks 
associated with vendors or outsource providers 
that collect, manage, process or store district 
data. 

No one interviewed during our audit indicated 
any knowledge of data breaches related to the 
agreements they manage. 

 

What We Recommended  

Third Party risk management should be a 
collaborative process involving representation 
from a number of departments to adequately 
review and monitor third parties that collect, 
manage, process or store district data. 

Develop an inventory of all third party 
relationships involving data sharing. Prioritize 
them by risk, conduct due diligence and mitigate 
any risks discovered. Monitor third parties 
continuously. 

Older contracts need to be updated to include 
provisions dealing with protection and handling 
of data. 

Stronger controls are needed to protect PII 
(personally identifiable information). 

The purchasing process should ensure purchase 
orders cannot be created before all approvals 
and required documentation are obtained. 

Managers authorizing payments should take 
advantage of payment discounts when they are 
available. 

 

This report has been discussed with 
management and they have prepared their 
response which follows. 
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BACKGROUND: 

The district has many relationships with third parties where those third 
parties have access to district data in order to provide services to the 
district. These relationships are critical to the district’s operations, but 
along with them come increases risks. These relationships can pose 
regulatory and reputational risks that need to be managed. In today's 
environment of hacking and with the need to protect sensitive or 
personal information, it is in the district’s best interest to ensure that 
these third parties are protecting this data and reporting any breaches. 

Third party risk management is a process of assessing and controlling 
reputational, financial and legal risks posed by parties outside the 
district. Third party due diligence is part of third party risk 
management that includes initial investigation of the third party to 
determine any concerns, and reviewing, monitoring and managing 
communication over the entire relationship life cycle. 

Managing third party risk can help the district identify, manage and 
limit the liability a third party can represent. A third party’s risk is the 
district’s risk. A strong third party risk management program will 
minimize the risks.  

 
OBJECTIVES, SCOPE AND METHODOLOGY: 
 
Objectives 
 
To evaluate internal controls over third party agreements where access 
is provided to district data. 

To determine whether agreements with third parties having access to 
district data contain contractual provisions that address data 
confidentiality, data protection, reporting of breaches and other 
important matters. 

To determine whether district personnel are monitoring such 
agreements for compliance and whether any breaches have occurred 
and how they have been handled. 

 

 

Relationships with third 
parties are critical to 
district operations but also 
bring risks that must be 
managed. 

 

 

 

 

A strong third party risk 
management program will 
minimize reputational, 
financial, and legal risks. 
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Scope 
 
Our scope included relationships with third parties that existed during 
the 2016-2017 fiscal year. Because there is no list or inventory of all these 
relationships, we attempted to identify them through discussions with 
Procurement and ITS, inquiry of departments, and our knowledge of 
district operations. Even though these procedures identified many third 
party relationships, we are confident that many others are likely to 
exist. The ITS and Procurement Departments also helped to identify 
Software as a Service (SaaS) vendors, what district data they have access 
to, and how the data is being transferred to and from district control. 
 
Methodology 
 
As noted above, we met with representatives of the Procurement and 
ITS departments to preliminarily identify relationships with third 
parties that could involve transfer or sharing of district data. We then 
sent requests to all departments we believed had such relationships 
asking them to list them and provide copies of agreements and 
examples of data transfer procedures. We also evaluated the Teaching 
& Learning Software Approval process. We met with several of the 
departments that responded (not all did) and discussed the following 
points with regard to each third party relationship: 

• Is there a contract or agreement? 
• What data does the third party need? 
• What data is provided to the third party? 
• How is the data provided to the third party? 
• How does the third party use the data? (What service is provided?) 
• Is the data protected when transferred? How? 
• What happens to data at the end of the service? 
• Have there been any data breaches? What happened? How was it 

handled? 
• How are district personnel monitoring the third party’s access to 

and use of data? 

We obtained and read the contracts and agreements that were provided 
to us to determine what provisions they contained that dealt with data 
protection and security matters. 

 

 

We met with Procurement 
and ITS to preliminarily 
identify third party 
relationships. 

 

 

 

 

We surveyed departments 
to determine what third 
party relationships they 
manage. 

 

Not all departments 
responded to our request 
for information. 
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We also reviewed examples of the data transferred and the data transfer 
processes and discussed other procedures with departmental 
representatives. 

For Teaching and Learning software involving data sharing, we 
selected a sample of software acquisitions and tested to see if 
established processes were followed. Specifically we tested that: 

• A software request form was completed and approved 
• A non-disclosure agreement was completed 
• A PO was issued only after the approvals were obtained 
• The software was listed on Teaching & Learning’s approved 

software list 

Our audit was conducted in accordance with the International Standards 
for the Professional Practice of Internal Auditing of the Institute of Internal 
Auditors and included such procedures as deemed necessary to achieve 
the objectives. Internal Auditing is an independent, objective assurance 
and consulting activity designed to add value and improve an 
organization’s operations. It helps an organization accomplish its 
objectives by bringing a systematic, disciplined approach to evaluate 
and improve the effectiveness of risk management, control, and 
governance processes. We are required to note any material deficiencies 
in accordance with Florida Statutes, School Board Policy and sound 
business practices. We also offer suggestions to improve controls or 
operational efficiency and effectiveness. 
 
FINDINGS & RECOMMENDATIONS: 
 
1) IDENTIFY, ASSESS, & MONITOR THIRD PARTY 
RELATIONSHIPS 
 
Best Practice: 
Develop and maintain an accurate and ongoing inventory of third 
parties and their services with a map to the specific risks that should be 
assessed and monitored (for example, those third parties that have 
access to personally identifiable information for employees or 
students.) Conduct due diligence based on the risk and take steps in 
managing the relationship to mitigate any risks discovered. Develop 
key risk and key performance indicators that help identify areas where 

 

 

We tested Teaching & 
Learning software 
purchases to see if the 
approval process was 
followed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

We first need to know 
what we have. 



  Data Management in Third Party Relationships 
  Internal Audit Report 

  Page 5 of 10 
 

third party risk levels may be increasing. Conduct monitoring 
throughout the relationship to ensure compliance with policies and 
regulations. 
          
Audit Finding: 
The ITS Department maintains a SharePoint file and the Teaching and 
Learning Department maintains an Excel document for instructional 
software purchases. Third party relationships for departments other 
than Teaching and Learning are managed in a decentralized manner 
with each department negotiating and managing the relationships 
independently. We noted variations in the nature and extent of 
evaluation, risk assessment and monitoring among the departments. 
 
Recommendation: 
Identify and inventory all existing third party relationships involving 
data. Develop a standard due diligence process to evaluate the risks 
associated with these relationships and the steps to be taken to mitigate 
those risks, including using appropriate language in agreements (see 
next finding). Monitor the third party’s performance and document the 
results of that monitoring.  

We can provide examples of risk assessment considerations, mitigation 
and monitoring processes. 
 
2) CONTRACTS 
 
Best Practice:  
Contracts should include the latest approved data confidentiality, 
protection and reporting of breaches provisions, requirements for the 
third party to provide assurances about its control environment and 
control effectiveness (i.e. a service organization controls (SOC) audit) 
and/or a Non-Disclosure Agreement should be executed.  

Audit Finding: 
The Legal Services Department developed and Procurement Services 
implemented stronger and more complete contract language dealing 
with these issues, but there are still many agreements that do not 
contain them. Less than half of the relationships we reviewed during 

 

 

Teaching & Learning has 
a fairly structured process. 
Business and operating 
departments do not. 

 

 

 

 

A standard process for all 
third party risk 
evaluations will help 
reduce risk exposures. 

 

 

 

 

 

 

 

Many agreements lack 
newer, stronger data 
protection contract 
provisions. 
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this audit had agreements containing the newer data security 
provisions. Eighteen percent of the tested relationships had no data 
protection provisions, some because there was no written agreement 
for the service. Our test results are summarized in the table below. 

Contract Language Status Test 
Results 

Percent of 
Test 

Contracts with Newer Data Protection 
Provisions 

28 42% 

Contracts with some Data Protection 
Provisions but Needs Improvement 

26 39% 

Contracts with No Data Protection Provisions 8 12% 
No Contracts 4 6% 
     Total 66 100% 

 
One of the relationships without a contract was with the provider of 
GPSs on school buses even though the annual expenditures of $112,925 
exceed the School Board Policy DJB procurement threshold of $50,000 
requiring the solicitation of bids, use of formal contracts and approval 
of the School Board. 

Recommendations:  

a) Update contracts with the newer provisions dealing with 
protection and handling of data as soon as possible. 

b) Execute contracts or non-disclosure agreements with all third 
parties that collect, manage and store district data.  

c) Ensure compliance with School Board Policy DJB. 

 
3) PERSONALLY IDENTIFIABLE INFORMATION (PII) 
 
Best Practices: 
School Board Policy CDG and Management Directive A-15 regarding 
safeguarding social security numbers should be followed. PII should 
be protected. 

Audit Finding: 
OMB M-10-23 (Guidance for Agency Use of Third-Party Website and 
Applications) defines Personally Identifiable Information as, 
“information that can be used to distinguish or trace an individual’s 
identity, either alone or when combined with other personal or 
identifying information that is linked to a specific individual.” The loss 

 

 

 

 

One third party 
relationship had no 
contract even though 
School Board Policy DJB 
requires one. 

 

 

 

 

 

 

 

 

 

 

 

 

Protection of PII should be 
strengthened. 



  Data Management in Third Party Relationships 
  Internal Audit Report 

  Page 7 of 10 
 

of PII can result in substantial harm to individuals, including identity 
theft or other fraudulent use of the information. PII must therefore be 
protected from loss or misuse. At OCPS, PII can be related to 
employees, students, and their families. 
 
During our audit we noted several instances where PII was not 
adequately protected. 

a) The district outsources the sorting and mailing of employee W-2 
and 1095 forms containing PII to a third party. There is no contract 
or agreement with this third party so there are no contractual 
provisions addressing the third party’s responsibility to protect the 
PII it handles. Although controls over the chain of custody of W-2 
and 1095 forms were established, there was still an opportunity for 
the third party’s personnel to access employee PII. This exposes the 
district and its employees to the risk that PII could be accessed and 
misused.  

b) The district also outsources employee drug testing and we learned 
that employee PII is transferred via email to the vendor with a 
password protected Excel document instead of Secure Mail 
Encryption. 

c) We noted instances where student PII was sent to behavioral 
service providers and a medical consultant via regular emails 
instead of Secure Mail Encryption. 

d) To be more efficient, the district outsources small bus routes. We 
learned that student PII is transferred via email to the vendor with 
a password protected Excel document instead of Secure Mail 
Encryption. 

e) We noted several parents’ social security numbers were visible on 
a document scanned into the SAP system as support for a 
reimbursement received from the State of Florida. When we 
brought this to the attention of management, it was immediately 
corrected.  

Recommendations: 
• Establish a formal contract containing current approved provisions 

regarding data protection for the third party that handles 
distribution of W-2 and 1095 forms. Then monitor the third party’s 
performance against those requirements. 

• Use only the Secure Mail Encryption method to transfer employee 
and student PII. 

• Ensure social security numbers disclosed on supporting 
documentation are concealed before the documents are filed. 

 

 

 

 

 

 

Examples of unprotected 
PII. 
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4) SOFTWARE PURCHASE APPROVAL 
 
Best Practice: 
The district’s Instructional Software Approval process should be 
followed to protect the district, its students, their families, and 
employees. Prior approval should be obtained from all relevant 
departments before a purchase order is issued. 
 
Audit Finding: 
Since 2014, the District has had an established process requiring 
approvals from various departments for all instructional software 
purchases. We noted: 

• Three instances where not all approvals were obtained but the 
software was still purchased. 

• One instance where a software purchase from budget funds did not 
go through the approval process. 

• Two instances where Non-Disclosure Agreements (NDA’s) had 
not been obtained, but the software was still purchased. 

• Ten instances where Purchase Orders with budget funds and 
internal account funds were created before approval was obtained 
from all Department representatives. Included in these 10 
purchases were: 

o Two purchases that were made even though approval had 
been denied (one from budget funds and one from school 
internal accounts). 

o One purchase from school internal funds that did not go 
through the approval process. It should be noted that 
purchases of software from internal funds are prohibited, 
regardless of approval. 

o Two purchase that were submitted to the approval process, 
but were completed before the review was complete and 
the purchase was approved.   
 

Recommendation: 
Adjust the software procurement process to ensure purchase orders 
cannot be created before all approvals and documentation are obtained. 
  

 

 

 

 

 

 

 

 

 

Software was purchased 
without required 
approvals. 
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5) PAYMENT DISCOUNTS 
 
Best Practice: 
The district should take advantage of payment discounts. 
 
Audit Finding: 
Invoices for annual maintenance of the fingerprint machine indicated 
that a 10% discount was available if the District paid with an ACH 
payment method. We confirmed with the Accounts Payable 
Department that the ACH payment method has been available for the 
last 2 years. During March 2016 and March 2017, the District forfeited 
$768 by not taking advantage of this discount opportunity. 
 
Recommendation: 
Departments should note invoices that offer payment discounts and 
coordinate with the Accounts Payable Department to take advantage 
them. 
 
 
 
We wish to acknowledge the staffs from many district departments for 
their cooperation and assistance during this audit. 
 
 
 
 
 
 
 
 

 

 

 

 

The district failed to take 
advantage of a payment 
discount. 
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OCPS0274Int 

AUDIT RESPONSE MATRIX                                                                               FISCAL PERIOD OR AUDIT DATE: ______________________ 

  

Department / School Name Combined (See each division’s response) 

Administrator / Department Head  

Cabinet Official / Chief/Deputy  

 
Exception Noted 

(Finding / recommendation) 
Management Response 

(Corrective Action) 
Responsible Person 

(Name & Title) 
Expected Outcome & Completion Date    

What is the evidence of the corrective action? 

What is?  What should be? 
 

What needs to be done? 
 

Who needs to do it? When will the action be completed? 
(MM/YYYY) 

1.  Identify, Assess, & Monitor 
Third Party Relationships: The ITS 
Department maintains a SharePoint 
file and the Teaching and Learning 
Department maintains an Excel 
document for instructional software 
purchases. Third party relationships 
for departments other than Teaching 
and Learning are managed in a 
decentralized manner with each 
department negotiating and 
managing their relationships 
independently. We noted variations 
in the nature and extent of 
evaluation, risk assessment and 
monitoring among the departments. 

 An internal process map is being 
developed for vendor 
management. To complete the 
process, an inventory of existing 
vendors’ collected data will be 
compiled by the Security Team 
with input from all departments. 
Project will start on the first 
quarter of 2018. As part of the 
overall strategy, data collection 
review will be done on a regularly 
scheduled basis.  

David Overton, Sr. 
Director of Information 
Security 
Jim Pulliam, Chief 
Information Officer 

To be completed 1st Quarter 2018. 

2) Contracts: The Legal Services 
Department and the Procurement 
Services Department developed and 
implemented comprehensive 
contract language dealing with 
contract issues, but there are still 
many agreements that lack the 
proper language. Less than half of 
the relationships we reviewed during 
this audit had agreements containing 
the newer data security provisions. 
Eighteen percent of the tested 

 As contracts expire, ITS will 
provide Procurement and the 
department that uses the 
contract with stronger provisions 
to specifications to place into 
negotiations and contracts. 

 
 
 
 
 
 

David Overton, 
Sr. Director Information 
Security 
Jim Pulliam, Chief 
Information Officer 
 
 
 
 
 
 
 

Per each contract agreement expiration date. 
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Exception Noted 
(Finding / recommendation) 

Management Response 
(Corrective Action) 

Responsible Person 
(Name & Title) 

Expected Outcome & Completion Date    
What is the evidence of the corrective action? 

What is?  What should be? 
 

What needs to be done? 
 

Who needs to do it? When will the action be completed? 
(MM/YYYY) 

relationships had no data protection 
provisions, some because there was 
no written agreement for the service. 
 
2a) One of the relationships without 
a contract was with the provider of 
GPSs on school buses even though 
the annual expenditures of $112,925 
exceed the School Board Policy DJB 
procurement threshold of $50,000 
requiring the solicitation of bids, use 
of formal contracts and approval of 
the School Board. 
 

 
 
 
 
 School Board approval for an 

amendment to EXC1503066 was 
provided on October 24, 2017, 
for a term through April 14, 2018 
and authorization to execute 2 
additional 1 years options to 
renew. A contract is in 
development at this time. 

 
 
 
 
Robert Waremburg, 
Senior Director 
Procurement Services 
Mike Eugene 
Chief Operations Officer 
 
 

 
 
 
 
January 31, 2018 

2b) Update contracts with the newer 
provisions dealing with protection 
and handling of data as soon as 
possible. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Procurement will work with all 
Departments and update any 
new terms and conditions since 
the 2015 update on data privacy 
to be used for retro and 
prospective contracts.  

 Contracts more than 1 year from 
expiration will go through update 
negotiations with the providers 
based on the departments’ and 
ITS’ stronger specifications of 
requirements stipulated above, if 
the terms and conditions 
currently in place for protecting 
data have to be included in their 
contracts. 

 Procurement will create a risk 
scale departments can follow to 
prioritize their older contracts for 
changes. 

Robert Waremburg, 
Senior Director 
Procurement Services 
Mike Eugene 
Chief Operations Officer 
 
 
 
 
 
 
 
 
 
 
 
Robert Waremburg, 
Senior Director 
Procurement Services 

January 12, 2018 
 
 
 
 
 
June 30, 2018 
 
 
 
 
 
 
 
 
 
June 30, 2018 
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Exception Noted 
(Finding / recommendation) 

Management Response 
(Corrective Action) 

Responsible Person 
(Name & Title) 

Expected Outcome & Completion Date    
What is the evidence of the corrective action? 

What is?  What should be? 
 

What needs to be done? 
 

Who needs to do it? When will the action be completed? 
(MM/YYYY) 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
2c) Execute contracts or non-
disclosure agreements with all third 
parties that collect, manage and 
store district data 
 
 
2d) Ensure compliance with School 
Board Policy DJB. 

 Procurement will provide all 
departments a list of contracts 
meeting the above criteria. 

 Chief Officers will identify which 
contracts have 3rd party data 
provisions and use the risk scale 
to prioritize them. 

 Procurement will then assess the 
contracts for updated language 
based on ITS standards and 
negotiate the change. 

 
 
 
 
 See previous response. 

 New contracts after ITS reviews 
and updates will incorporate the 
new terms listed above. 

 
 

 All departments will continue to 
perform their role in policy 
enforcement in partnership with 
the roles other divisions also play 
to enforce DJB. 

 

Mike Eugene 
Chief Operations Officer 
 
 
 
 
 
 
 
 
 
 
 
 
Robert Waremburg, 
Senior Director 
Procurement Services 
Mike Eugene 
Chief Operations Officer 

June 30, 2018 
 
 
June 30, 2018 
 
 
 
June 30, 2018 
 
 
 
 
 
 
June 30, 2018 
 
 
 
 
 
Immediate 

3) Personally Identifiable 
Information (PII): OMB M-10-23 
(Guidance for Agency Use of Third-
Party Website and Applications) 
defines Personally Identifiable 
Information as, “information that can 
be used to distinguish or trace and 
individual’s identity, either alone or 

 The Information Security Program 
is working towards the 
strengthening of policies and 
procedures around PII. 

David Overton, Sr. 
Director Information 
Security 
Jim Pulliam, Chief 
Information Officer 

Target date: 12/2018 
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Exception Noted 
(Finding / recommendation) 

Management Response 
(Corrective Action) 

Responsible Person 
(Name & Title) 

Expected Outcome & Completion Date    
What is the evidence of the corrective action? 

What is?  What should be? 
 

What needs to be done? 
 

Who needs to do it? When will the action be completed? 
(MM/YYYY) 

when combined with other personal 
or identifying information that is 
linked to a specific individual.” The 
loss of PII can result in substantial 
harm to individuals, including identity 
theft or other fraudulent use of the 
information. PII must therefore be 
protected from lose or abuse. At 
OCPS, PII can be related to 
employees, students, and their 
families. 
 

3a) The district outsources the 
sorting and mailing of employee W-2 
and 1095 forms containing PII to a 
third party. There is no contract or 
agreement with this third party so 
there are no contractual provisions 
addressing the third party’s 
responsibility to protect the PII it 
handles. Although controls over the 
chain of custody of W-2 and 1095 
forms were established, there was 
still an opportunity for the third 
party’s personnel to access 
employee PII.  
  
Establish a formal contract 
containing current approved 
provisions regarding data protection 
for 3rd party that handles distribution 
of W2 and 1095 forms 
 

 Ensure the district has a formal 
contract with the vendor providing 
the services and include within 
the contract the language 
regarding data confidentiality, 
security, and disclosure.  Payroll 
obtains this service through the 
Courier Services Department 
(#8117) that manages this 
contract for the district. 

 
 
 
 
 
 A current contract is in place with 

the contract language from 2015. 

 Procurement will confer with ITS 
for any changes to language 
needed and update the current 
contract. 

Lindsay Bowlin, Director 
of Payroll 
Dale Kelly 
Chief Financial Officer 
 
 
 
 
 
 
 
 
 
 
 
Robert Waremburg, Sr. 
Director Procurement 
Services 
Mike Eugene, 
Chief Operations Officer 
 

Completed 08/2017 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
January 31, 2018 
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Exception Noted 
(Finding / recommendation) 

Management Response 
(Corrective Action) 

Responsible Person 
(Name & Title) 

Expected Outcome & Completion Date    
What is the evidence of the corrective action? 

What is?  What should be? 
 

What needs to be done? 
 

Who needs to do it? When will the action be completed? 
(MM/YYYY) 

 
 
3b) The district also outsources 
employee drug testing and we 
learned that employee PII is 
transferred via email to the vendor 
with a password protected Excel 
document instead of Secure Mail 
Encryption. 
 

 
 
 Work with ITS and receive a 

license to use the district’s 
encryption process.  The ER 
department adjusted its internal 
process for transmitting the 
required information to EDPM to 
include the step for the ER 
Director to email the list to EDPM. 

 

 
 
LeighAnn Blackmore, 
Director of Employee 
Relations 
Bridget Williams, Chief 
of Staff 

 
 
Completed 09/2017 

3c) Student PII was sent to behavioral 
service providers and a medical 
consultant via regular emails instead 
of Secure Mail Encryption 
 
3d) To be more efficient, the district 
outsources small bus routes.  We 
learned that student PII is transferred 
via email to the vendor with a 
password protected Excel document 
instead of Secure Mail Encryption. 
 
3e) We noted several parents’ social 
security numbers were visible on a 
document scanned into the SAP 
system as support for a 
reimbursement received from the 
State of Florida. 

  All departments with providers 
will follow the districts encrypted 
process. 

 
 

 Transportation will coordinate 
with ITS and Procurement on 
secure data transfer. 

 
 
 
 

 This finding was immediately 
corrected. 

Vickie Cartwright 
Jesus Jara, Deputy 
Superintendent 
 
 
Mike Eugene, 
Chief Operations Officer 
Bill Wen, Sr. Director of 
Transportation 
 
 
 
 

January 2018 
 
 
 
 
Immediate 
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Exception Noted 
(Finding / recommendation) 

Management Response 
(Corrective Action) 

Responsible Person 
(Name & Title) 

Expected Outcome & Completion Date    
What is the evidence of the corrective action? 

What is?  What should be? 
 

What needs to be done? 
 

Who needs to do it? When will the action be completed? 
(MM/YYYY) 

4) Software Purchase Approval: 
Since 2014, the District has had an 
established process requiring 
approvals from various departments 
for all instructional software 
purchases. We noted: 
•Three instances, where all 
approvals were not obtained but the 
software was still purchased. 
•One instance where a software 
purchase from budgeted funds did 
not go through the approval process. 
•Two instances where Non-
Disclosure Agreements (NDA’s) had 
not been obtained, but the software 
was still purchased. 
•Ten instances where Purchase 
Orders with budgeted funds and 
internal account funds were created 
before approval was obtained from 
all Department representatives 
 

 Working with all business units to 
be a part of the software 
purchasing initiatives. Will 
continue to work with 
Procurement for inclusion of any 
purchases made. 

David Overton, Sr. 
Director Information 
Security  
Jim Pulliam, Chief 
Information Officer 

Target date: 12/2018 

4a) Adjust the software procurement 
process to ensure purchase orders 
cannot be created before all 
approvals and documentation are 
obtained. 
 
 
 
 
 
 

 All purchases for software 
regardless of dollar amount, are 
required to go through ITS for 
approval.  

 Workflow processes in SAP route 
to ITS as a component of the 
procurement process, and SAP 
workflow does not allow the 
creation of a purchase order if 
ITS has not yet approved. 

 

Robert Waremburg, Sr. 
Director Procurement 
Services 
Mike Eugene, 
Chief Operations Officer 
 
 
 
 
 
 

Completed 
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Exception Noted 
(Finding / recommendation) 

Management Response 
(Corrective Action) 

Responsible Person 
(Name & Title) 

Expected Outcome & Completion Date    
What is the evidence of the corrective action? 

What is?  What should be? 
 

What needs to be done? 
 

Who needs to do it? When will the action be completed? 
(MM/YYYY) 

4b) Instances where a purchase 
order for software was issued prior to 
obtaining approval from all 
departments through the district’s 
Instructional Software Approval 
process. 
 

 Collaborate with all departments 
to streamline, and improve the 
Instructional Software Approval 
process.  

 

 
 Communicate to school 

principals the policy and 
procedures for purchasing 
instructional software. 

 Work with ITS and all 
departments to ensure that the 
approval process is performed in 
a timely manner. 

Alysia Leonard, Senior 
Instructional Process 
Specialist 
Jesus Jara, Deputy 
Superintendent 
 
 
 
 
 
 
 

Complete 03/2018 

5. The district should take advantage 
of payment discounts. 
 

 Contact Accounts Payable to 
take advantage of discount 
opportunities by using ACH 
payment method when paying for 
annual maintenance of fingerprint 
machines. 

Keith Card, 
Manager of 
Fingerprinting Services 
Bridget Williams, Chief 
of Staff 

Before 03/2018 annual payment. 
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